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Integrated System Management Memory For System Management 
Interrupt Handler Independent of BIOS and Operating System 



Field Of The Invention 

5 The present invention pertains to the field of computer systems. More 

particularly, this invention pertains to the field of integrating a system management 
memory into a memory controller for a system management interrupt handler that is 
independent of both BIOS and operating system. 

Background of the Invention 

10 

A large majority of today's personal computer systems implement a system 
management interrupt (SMI). An SMI signal is asserted to a processor to alert the 
processor that an SMI event has occurred. The SMI signal is typically asserted to the 
processor by a system logic device that includes a memory controller. The system logic 

15 device may assert the SMI signal for any of a large number of possible reasons. For 
example, the SMI signal may be asserted if a system resource seeks access to a certain 
range of memory or to a particular input/output address. These memory and input/output 
addresses can be programmable via a set of registers that typically reside in the system 
logic device. The SMI signal may also be asserted if certain system events occur. For 

20 example, a computer system may be implemented with a variety of timers for timing a 
variety of system events. The SMI signal may be asserted if any of these timers expire. 

An assertion of the SMI signal indicates to the processor that the processor should 
begin to fetch instructions from an address stored in one of the processor's registers. This 
register is sometimes referred to as the system management memory base address 

25 register. The memory space located at the address indicated by the system management 
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memory base address register may be referred to as system management memory (SMM). 
The SMM has stored therein an SMI handler routine. The SMI handler may be 
implemented to perform any of a wide variety of functions. For example, the SMI 
handler may perform power management functions, or may try to correct system 
5 malfunctions. 

The SMM, and therefore the SMI handler, is under control of the computer 
system's Basic Input/Output System (BIOS). The BIOS is typically designed and 
implemented by one of several BIOS software companies. The SMI handler is typically 
installed in the computer system during the system manufacturing process. 

10 Often, there is a need to make changes to the SMI handler after the manufacturing 

process. One such situation can occur when a chipset manufacturer desires to provide a 
solution for an erratum or desires to either enable new features or disable old features. 
These desires can be met by altering the SMI handler. However, a chipset manufacturer's 
product may be utilized in computer systems built by dozens of different computer system 

15 manufacturers. Further, these system manufacturers typically use any of a number of 
BIOS software companies to design and implement the SMI handler. Therefore, if the 
chipset manufacturer needs to have the SMI handlers modified, it must negotiate with 
many different parties to have the changes made. The chipset manufacturer may also try 
to negotiate with operating system vendors to have the operating systems implement the 

20 chipset manufacturer's requests. Neither of these alternatives is desirable, in larger part 
to the large amount of time and effort required to perform the negotiations and to 
implement the chipset manufacturer's requests. 
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Brief Description of the Drawings 

The invention will be understood more fully from the detailed description given 
below and from the accompanying drawings of embodiments of the invention which, 
however, should not be taken to limit the invention to the specific embodiments 
5 described, but are for explanation and understanding only. 

Figure 1 is a block diagram of a computer system including one embodiment of a 
memory controller implemented in accordance with the invention. 

Figure 2 is a flow diagram of an embodiment of a method for utilizing an 
integrated system management memory region. 
10 Figure 3 is a flow diagram of an embodiment of an additional method for utilizing 

a system management memory integrated into a memory controller. 
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Detailed Description 

An embodiment of a memory controller with an integrated system management 
memory region will be described. The memory controller receives an SMI acknowledge 
5 signal from a processor. The processor then delivers a system management memory 
address to the memory controller. Instead of fetching SMI handler instructions from the 
address indicated by the processor, the memory controller instead fetches SMI handler 
instructions from its integrated system management memory region. At the end of the 
integrated system management memory's SMI handler, the processor is instructed to 

10 fetch instructions from the address originally specified by the processor. In this manner, a 
BIOS SMI routine may be executed after the integrated SMI routine is executed. The 
integrated system management memory region allows chipset or other system component 
manufacturers to distribute proprietary SMI routines without the need to involve BIOS or 
operating system vendors. The proprietary SMI routines may be utilized for any purpose 

15 that can be accomplished via a software routine, including, but not limited to, providing 
solutions for errata or enabling or disabling system or chipset features. 

Figure 1 is a block diagram of a computer system 100 that includes a processor 
1 10 coupled to a memory controller 120. The system 100 also includes a system main 
memory 150 that is also coupled to the memory controller 120. 

20 The memory controller 120 includes a host interface unit 122 that facilitates 

communication with the processor 1 10. When an SMI event occurs, the host unit asserts 
a system management interrupt signal 1 1 1 to the processor 1 10. Systems may be 
implemented with a wide variety of SMI events, including, but not limited to, power 
management functions and accesses to particular regions of memory. The term "SMI 



event" as used herein is meant to include a broad range of computer system activities that 
computer system designers may wish to implement as activities that trigger the execution 
of a system management interrupt handler routine. 

After the processor 1 10 receives the system management interrupt signal 1 1 1, the 
5 processor returns a system management interrupt acknowledge signal 1 13 to the memory 
controller 120. The processor 1 10 also delivers a fetch address to the memory controller 
via a host bus 1 15. The fetch address delivered by the processor 1 10 corresponds to an 
address stored in a system management memory base address register in the processor 
(not shown). The address stored in the system management memory base address register 

10 indicates where in memory space BIOS system management memory resides. 

The fetch address delivered by the processor 1 10 over the host bus 1 15 is latched 
by a latch 134 that is located in a system management interrupt address decode unit 130. 
The fetch address is delivered to the latch 134 via an address path 121 that couples the 
host unit 122 with other units in the memory controller 120. Once the fetch address is 

15 latched in the latch 134, a set signal 131 is delivered to a flip-flop 135. The set signal 131 
causes an select signal 137 to be asserted. The select signal 137 indicates to a decoder 
132 to fetch the SMI handler routine from a system management memory 124 that is 
integrated into the memory controller 120. The decoder fetches SMI handler instructions 
from the system management memory 124, and the instructions are delivered to the 

20 processor 1 10. The processor 1 10 executes the delivered SMI handler instructions. 

The SMI handler routine stored in the system management memory 124 includes 
at the conclusion of the routine an instruction that tells the processor 1 10 to jump to the 
address stored in the latch 134. A compare unit 136 receives addresses delivered by the 
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processor 1 10 to the host interface unit 122 over the address path 121. The compare unit 
136 compares the received addresses with the contents of the latch 134. A match 
between a newly received address and the contents of the latch 134 indicates that the SMI 
routine stored in the system management memory 124 has been completely executed and 
5 that the processor 1 10 is now attempting to access the SMI routine stored at the address 
originally specified in the processor's system management memory base address register. 
When a match is found, the compare unit 136 delivers a reset signal 133 to the flip-flop 
135. The reset signal 133 results in the select signal 137 being deasserted. The decoder 
132 will then fetch instructions from the SMM space pointed to by the matched address. 
10 The SMM space originally pointed to by the address stored in the processor's 

system management memory base address register may reside in a BIOS system 
management memory space 152 that is located in the system main memory 150. The 
decoder 132 accesses the BIOS system management memory space 152 via a system main 
memory interface 126. 

15 The status of a BIOS SMI enable register 138 determines whether the SMI routine 

stored in BIOS system management memory space 152 will be executed following the 
execution of the SMI routine stored in the system management memory 124. The BIOS 
SMI enable register 138 communicates its status to the decoder 132 via an enable signal 
139. 

20 Another embodiment of the memory controller 1 30 may include an enable register 

that when cleared would prevent the integrated SMI routine from executing. Setting this 
register would allow the integrated SMI handler routine to execute as described above. 
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Figure 2 is a flow diagram of a method for executing an SMI handler routine 
stored in an integrated system management memory. At step 210, a system management 
interrupt acknowledge signal is received from a processor. At step 220, system 
management interrupt handler instructions are fetched from a system management 
5 memory integrated into a memory controller. The instruction fetch from the integrated 
system management memory is in response to the receipt of the system management 
interrupt acknowledge signal at step 210. 

Figure 3 is a flow diagram of an additional embodiment of a method for executing 
an SMI handler stored in a system management memory integrated into a memory 
10 controller. At step 310, a system management interrupt acknowledge signal is received 
from a processor. Following step 310, a system management memory address delivered 
by the processor is latched at step 320. A system management interrupt handler 
instruction is then fetched from an integrated system management memory at step 330. 
The fetch is from the integrated memory regardless of what address was specified by the 
15 processor. At step 340 the processor executes the fetched instruction. 

At step 350 a compare operation is performed to determine whether an address 
newly delivered by the processor matches the address previously latched at step 320. If 
the addresses do not match, then the process flow returns to step 330. If, however, the 
addresses do match, then at step 360 a system management interrupt handler is fetched 
20 from a BIOS controlled area of system main memory. 

Although the example embodiments described above discuss the system 
management memory region as being integrated into a memory controller, other 
embodiments are possible with the system management memory region located 
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elsewhere. Having a system management memory region that is physically separate from 
the BIOS controlled system management memory region and also separate from system 
main memory has a benefit in that neither the BIOS nor any other operating system or 
program can inadvertently overwrite the system management memory. 
5 In the foregoing specification the invention has been described with reference to 

specific exemplary embodiments thereof. It will, however, be evident that various 
modifications and changes may be made thereto without departing from the broader spirit 
and scope of the invention as set forth in the appended claims. The specification and 
drawings are, accordingly, to be regarded in an illustrative rather than in a restrictive 
10 sense. 
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Claims 

What is claimed is: 

1. An apparatus, comprising: 

an integrated system management memory region; and 

a system management interrupt address decode unit to fetch instructions from the 
integrated system management memory region in response to a system management 
interrupt acknowledge signal asserted by a processor, the system management interrupt 
decode unit to fetch instructions from the integrated system management memory region 
regardless of a system management interrupt address received from the processor. 

2. The apparatus of claim 1, the system management interrupt address decode 
unit to latch the system management interrupt address received from the processor. 

3. The apparatus of claim 2, wherein the system management interrupt address is 
the first address received following the assertion of the system management interrupt 
acknowledge signal by the processor. 

4. The apparatus of claim 3, wherein the system management interrupt address 
decode unit includes a compare unit to compare a plurality of addresses received from the 
processor with the latched system management interrupt address. 

5. The apparatus of claim 4, the system management interrupt address decode 
unit to fetch system management interrupt handler instructions stored in a system main 
memory in response to the compare unit finding a match between the latched system 
management interrupt address and one of the plurality of addresses received from the 
processor. 
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6. The apparatus of claim 5, wherein the system management interrupt handler 
instructions stored in the system main memory are part of a basis input/output system 
(BIOS). 

7. The apparatus of claim 6, wherein the integrated system management memory 
region is at least 128 bytes in size. 

8. A method, comprising: 

receiving a system management interrupt acknowledge signal from a processor; 

and 

fetching a plurality of system management interrupt handler instructions from an 
integrated system management memory in a memory controller in response to the system 
management interrupt acknowledge signal. 

9. The method of claim 8 5 wherein fetching a plurality of system management 
interrupt handler instructions from an integrated system management memory includes 
fetching the system management interrupt handler instructions from the integrated system 
management memory regardless of a system management memory address indicated by 
the processor. 

10. The method of claim 9, further comprising latching the system management 
memory address indicated by the processor. 

1 1 . The method of claim 10, wherein latching the system management memory 
address includes latching a first address delivered by the processor following receiving 
the system management interrupt acknowledge signal. 
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12. The method of claim 11, further comprising comparing a plurality of 
addresses received from the processor with the latched address. 

13. The method of claim 12, further comprising fetching a plurality of system 
management interrupt handler instructions from a section of BIOS code in a system main 
memory if comparing a plurality of addresses received from the processor with the 
latched address results in a match. 

14. A system, comprising: 
a processor; 

a system main memory; and 

a memory controller coupled between the processor and the system main memory, 
the memory controller including 

an integrated system management memory region, and 
a system management interrupt address decode unit to fetch instructions 
from the integrated system management memory region in 
response to a system management interrupt acknowledge signal 
asserted by the processor, the system management interrupt decode 
unit to fetch instructions from the integrated system management 
memory region regardless of a system management interrupt 
address received from the processor. 

15. The system of claim 14, the system management interrupt address decode unit 
to latch the system management interrupt address received from the processor. 
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16. The system of claim 15, wherein the system management interrupt address is 
the first address received by the memory controller following the assertion of the system 
management interrupt acknowledge signal by the processor. 

17. The system of claim 16, wherein the system management interrupt address 
decode unit includes a compare unit to compare a plurality of addresses received from the 
processor with the latched system management interrupt address. 

18. The system of claim 17, the system management interrupt address decode unit 
to fetch system management interrupt handler instructions stored in the system main 
memory in response to the compare unit finding a match between the latched system 
management interrupt address and one of the plurality of addresses received from the 
processor. 

19. The system of claim 18, wherein the system management interrupt handler 
instructions stored in the system main memory are part of a basis input/output system 
(BIOS). 

20. The system of claim 19, wherein the integrated system management memory 
region is at least 128 bytes in size. 



12 



ABSTRACT OF THE DISCLOSURE 

A memory controller with an integrated system management memory region is 
disclosed. The memory controller receives an SMI acknowledge signal from a processor. 
The processor then delivers a system management memory address to the memory 
controller. Instead of fetching SMI handler instructions from the address indicated by the 
processor, the memory controller instead fetches SMI handler instructions from its 
integrated system management memory region. At the end of the integrated system 
management memory's SMI handler, the processor is instructed to fetch instructions from 
the address originally specified by the processor. In this manner, a BIOS SMI routine 
may be executed after the integrated SMI routine is executed. 
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receive a system management interrupt 
acknowledge signal from a processor 
210 



fetch a plurality of system management 
interrupt handler instructions from an 
integrated system management memory in a 
memory controller in response to the system 
management interrupt acknowledge signal 
220 



Figure 2 



Receive system management interrupt 
acknowledge signal from a processor 310 



Latch system management memory address 
delivered by the processor 320 



Fetch system management interrupt handler 
instruction from integrated system management 
memory regardless of the address delivered by 
the processor 330 



Processor executes fetched instruction 340 




Fetch system management interrupt handler 
instructions from BIOS controlled area of 
system main memory 360 



Figure 3 
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39,393; Vincent P. Tassinari, Reg. No. 42,179; Edwin H. Taylor, Reg. No. 25,129; John F. Travis, Reg. 
No. 43,203; George G. C. Tseng, Reg. No. 41,355; Joseph A. Twarowski, Reg. No. 42,191; Lester J. 
Vincent, Reg. No. 31,460; Glenn E. Von Tersch, Reg. No. 41,364; John Patrick Ward, Reg. No. 40 216- 
Charles T. J. Weigell, Reg. No. 43,398; Kirk D. Williams, Reg. No. 42,229; James M. Wu, Reg No 
P45.241; Steven D. Yates, Reg. No. 42,242; Ben J. Yorks, Reg. No. 33,609; and Norman Zafman, Reg 
No. 26,250; my patent attorneys, and Andrew C. Chen, Reg. No. 43,544; Justin M. Dillon, Reg. No. 
42,486; Paramita Ghosh, Reg. No. 42,806; and Sang Hui Kim, Reg. No. 40,450; my patent agents of 
BLAKELY, SOKOLOFF, TAYLOR & ZAFMAN LLP, with offices located at 12400 Wilshire Boulevard 7th 
Floor, Los Angeles, California 90025, telephone (310) 207-3800, and Alan K. Aldous, Reg No 31 905- 
Robert D. Anderson, Reg. No. 33,826; Joseph R. Bond, Reg. No. 36,458; Richard C. Calderwood.Reg' 
No. 35,468; Jeffrey S. Draeger, Reg. No. 41 ,000; Cynthia Thomas Faatz, Reg No. 39,973; Sean 
Fitzgerald, Reg. No. 32,027; Seth Z. Kalson, Reg. No. 40,670; David J. Kaplan, Reg. No. 41,105; Charles 
A. Mirho, Reg. No. 41,199; Leo V. Novakoski, Reg. No. 37,198; Naomi Obinata, Reg. No. 39 320- 
Thomas C. Reynolds, Reg. No. 32,488; Kenneth M. Seddon, Reg. No. 43,105; Mark Seeley Reg 'no 
32,299; Steven P. Skabrat, Reg. No. 36,279; Howard A. Skaist, Reg. No. 36,008; Steven C. Stewart Req 
No. 33,555; Raymond J. Werner, Reg. No. 34,752; Robert G. Winkle, Reg. No. 37,474; and Charles' K 
Young, Reg. No. 39,435; my patent attorneys, and Thomas Raleigh Lane, Reg. No. 42,781; Calvin E 
Wells; Reg. No. P43.256, Peter Lam, Reg. No. P44.855; and Gene I. Su, Reg. No. 45,140; my patent 
agents, of INTEL CORPORATION; and James R. Thein, Reg. No. 31,710, my patent attorney; with full 
power of substitution and revocation, to prosecute this application and to transact all business in the 
Patent and Trademark Office connected herewith. 



APPENDIX B 



Title 37, Code of Federal Regulations, Section 1.56 
Duty to Disclose Information Material to Patentability 

(a) A patent by its very nature is affected with a public interest. The public interest is best served, 
and the most effective patent examination occurs when, at the time an application is being examined, the 
Office is aware of and evaluates the teachings of all information material to patentability. Each individual 
associated with the filing and prosecution of a patent application has a duty of candor and good faith in 
dealing with the Office, which includes a duty to disclose to the Office all information known to that individual 
to be material to patentability as defined in this section. The duty to disclosure information exists with respect 
to each pending claim until the claim is cancelled or withdrawn from consideration, or the application becomes 
abandoned. Information material to the patentability of a claim that is cancelled or withdrawn from 
consideration need not be submitted if the information is not material to the patentability of any claim 
remaining under consideration in the application. There is no duty to submit information which is not material 
to the patentability of any existing claim. The duty to disclosure all information known to be material to 
patentability is deemed to be satisfied if all information known to be material to patentability of any claim 
issued in a patent was cited by the Office or submitted to the Office in the manner prescribed by §§1 .97(b)-(d) 
and 1 .98. However, no patent will be granted on an application in connection with which fraud on the Office 
was practiced or attempted or the duty of disclosure was violated through bad faith or intentional misconduct. 
The Office encourages applicants to carefully examine: 

(1) Prior art cited in search reports of a foreign patent office in a counterpart application, and 

(2) The closest information over which individuals associated with the filing or prosecution of a 
patent application believe any pending claim patentably defines, to make sure that any material information 
contained therein is disclosed to the Office. 

(b) Under this section, information is material to patentability when it is not cumulative to 
information already of record or being made or record in the application, and 

(1 ) It establishes, by itself or in combination with other information, a prima facie case of 
unpatentability of a claim; or 

(2) It refutes, or is inconsistent with, a position the applicant takes in: 

(i) Opposing an argument of unpatentability relied on by the Office, or 

(ii) Asserting an argument of patentability. 

A prima facie case of unpatentability is established when the information compels a conclusion that a claim is 
unpatentable under the preponderance of evidence, burden-of-proof standard, giving each term in the claim 
its broadest reasonable construction consistent with the specification, and before any consideration is given to 
evidence which may be submitted in an attempt to establish a contrary conclusion of patentability. 

(c) Individuals associated with the filing or prosecution of a patent application within the 
meaning of this section are: 

(1 ) Each inventor named in the application; 

(2) Each attorney or agent who prepares or prosecutes the application; and 

(3) Every other person who is substantively involved in the preparation or prosecution of the 
application and who is associated with the inventor, with the assignee or with anyone to whom there is an 
obligation to assign the application. 

(d) individuals other than the attorney, agent or inventor may comply with this section by 
disclosing information to the attorney, agent, or inventor. 



